
OFFICIAL COURSE OUTLINE

I T Security Training

GENERAL SECURITY WIRELESS SECURITYPENETRATION TESTING DISASTER RECOVERYSECURE CODING INFORMATION ASSURANCE
SERVICES

COMPUTER     FORENSICSVIRTUALIZATION    BEST PRACTICES LITIGATION SERVICES

CISA  &  CISM

SSR-i's CISA training provides a thorough 
instructor-led course to ensure that you learn 
the fundamental concepts critical to an 
Information Systems Auditor.

SSR-I provides a thorough instructor-led 
training experience to ensure that you 
achieve the following:

tLearn the fundamentals.
tObtain hands-on skills.
tEarn your certification.

You will be able to immediately 
implement your new found knowledge 
into your working environment.

The course curriculum prepares you 
for the latest exam.

tIS Audit Process - 10% of Exam
tIT Governance - 15% of Exam
tSystems and Infrastructure 

Lifecycle Management - 16% of 
Exam

tIT Service Delivery and Support - 
14% of Exam

tProtection of Information Assets 
- 31% of Exam

tBusiness Cont inui ty  and 
Disaster Recovery - 14% of Exam

Content Area 1: IS Audit Process

Provide IS audit services in 
accordance with IS audit standards, 
guidelines, and best practices to 
assist the organisation in ensuring 
that its information technology and 
business systems are protected and 
controlled.

Content Area 2: IT Governance

To provide assurance that the 
organisation has the structure, policies, 
accountability, mechanisms, and 

monitoring practices in place to achieve the requirements of corporate governance of IT.

Content Area 3: Systems and Infrastructure Lifecycle

To provide assurance that the management practices for the development/acquisition, testing, 
implementation, maintenance, and disposal of systems and infrastructure will meet the 
organisation's objectives.

Content Area 4: IT Service Delivery and Support

To provide assurance that the IT service management practices will ensure the delivery of the level 
of services required to meet the organisation's objectives.

Content Area 5: Protection of Information Assets

To provide assurance that the security architecture (policies, standards, procedures, and controls) 
ensures the confidentiality, integrity, and availability of information assets.

Content Area 6: Business Continuity and Disaster Recovery

To provide assurance that in the event of a disruption the business continuity and disaster recovery processes 
will ensure the timely resumption of IT services while minimising the business impact.

CISA TM

CISM TM

CISAKEY DATA

Course Number: CISA

Duration: 3 days

Data structure

Languages: English

Format: Instructor-led Course        
(lecture and labs)

Prerequisites:
Basic network ing knowledge and 
background.

Student Materials:
1. Student Workbook
2. Student Reference Manual
3. Software/Tools DVD(s)

Certification Exam:
CISA

Certification Track:
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Information Security Governance

Establish and maintain a framework to 
provide assurance that information 
security strategies are aligned with 
business objectives and consistent with 
applicable laws and regulations.

I n f o r m a t i o n  R i s k  
Management 

Identify and manage information 
security risks to achieve business 
objectives.

Informat ion Secur i ty  
Programme Development 

Design, develop and manage an 
information security programme 
to implement the information 
security governance framework.

Information Security 
Programme Management 

Oversee and direct information 
security activities to execute the 
information security program.

Incident Management

Develop and manage a capability 
to respond to and recover from 
d is rup t i ve  and  des t ruc t i ve  
information security events.

SSR-i's CISM training provides a 
thorough instructor-led course to ensure 
that you learn the fundamental concepts 
critical to an Information Systems 
Auditor.

SSR-i provides a thorough instructor-
led training experience to ensure that 
you achieve the following:

tLearn the fundamentals.

tObtain hands-on skills.

tEarn your certification.
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Course Number: CISM

Duration: 3 days

Data structure

Languages: English

Format: Instructor-led Course        
(lecture and labs)

Prerequisites:
Basic network ing knowledge and 
background.

Student Materials:
1. Student Workbook
2. Student Reference Manual
3. Software/Tools DVD(s)

Certification Exam:
CISM

Certification Track:
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